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State of Washington Secure Email Portal  
This document contains resources for State of Washington Secure Email Portal 
encrypted email recipients. You will learn how to read and respond to State of 
Washington Secure Email Portal messages. 
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1. Receiving a Message 
Each time you receive a new State of Washington Secure Email Portal message, you 
get an email notification with information about the message (date, sender, expiration 
date). You can read and reply to State of Washington Secure Email Portal messages 
using any modern desktop or mobile web browser.  

Note: The message expiry date is stated in your email notification. 

 

 

Figure 1: New Message Notification Email 
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Note: Your email address is partly obfuscated to keep your email address private on 
links you visit on the internet.  Just enough of the address is shown for you to recognize 
it. ff 

 

 

Figure 2: Login Page 

 

When you enter your password and press the Login button, your secure message will 
be displayed. 
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Figure 3: Viewing a message 
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2. Account Management 
To log into the State of Washington Secure Email Portal, you need a State of 
Washington Secure Email Portal account.  An account is generated automatically 
when the State of Washington sends you a secure email. 

2.1. Activate your Web Portal Account 

The email notification for your first State of Washington Secure Email Portal message 
includes a link to the account registration page. Once you have activated your account, 
you can log in and read your message. 
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Figure 4: Account Registration Email 

Note: The initial notification is in English (US). Once you visit the State of Washington 
Secure Email Portal, you can change your preferred language.  Subsequent 
notifications are sent in the language that you selected.  
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To activate your State of Washington Secure Email Portal account, 

1. Open your State of Washington Secure Email Portal activation email and click the 
Create your account and read your message link. The registration page 
appears with your email address pre-filled (using asterisks for privacy). 
 

 

Figure 5: Account Registration Page 

2. Select a password that meets the requirements: 

¶ At least 10 characters 

¶ Lowercase Letter 

¶ Uppercase Letter 

¶ Number 

¶ Special Character (!$#&% etc.) 
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3. Click the Activate button. When your account is ready, you will be redirected to 
the login page. 

 

Figure 6: Login Following Account Registration 

4. Enter the password you just created and click the Login button. 
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2.2. Reset your Password 

You can recover your State of Washington Secure Email Portal account if you have 
forgotten your password. Before you start the password reset process, you will need the 
State of Washington Secure Email Portal notification email. 

 

Figure 7: New Message Notification Email 

To recover your password: 

1. Open your State of Washington Secure Email Portal message notification. 

2. Click the Open Message link. The Login page appears. 
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3. Click the Forgot your password? link. The Password Recovery page appears. 

 

Figure 8: Forgot Password link on Login Page 

4. hEnter your email address and click Next.  

 
 

5. Your request for password reset is confirmed on the page.

 

Figure 9: Confirmation of Password Reset Request 
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6. The State of Washington Secure Email Portal sends a new account activation 
email to your address. 

 

Figure 10: Reactivate Account Email Confirmation 
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7. Use the new account activation email to re-register. Once registration is complete, 
you can log in to read and reply to any messages in your inbox. 

 

Figure 11: Reset Password Page 

Note: You cannot re-use your previous four passwords.  If you try a password that was 
used recently, you will see the following error.  Try a new password. 
 

 
Figure 12: Error when new password matches an old password 
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2.3. View a Message 

When you complete the registration process, or follow a notification email, the message 
associated with that notification will be displayed right away.  If you do not have a 
message notification email, you can browse to the following URL in your browser: 

https://emailencryption.twsegcloud.com/login.html?enterprise=trustwave_watech 

1. Log into the State of Washington Secure Email Portal account by entering your 
email address and password.  Click Login. 

2. You are shown your secure mailbox.  Select the message you wish to view. 

 

Figure 13: Mailbox View 

3. The message will open in the same window. 

 

 

 

https://emailencryption.twsegcloud.com/login.html?enterprise=trustwave_watech
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2.4. Reply to a Message 

You can reply to any State of Washington Secure Email Portal message. The State of 
Washington Secure Email Portal automatically saves a draft of your message every two 
minutes. You can also manually Save a Draft at any time.  

To compose a reply: 

1. Open the message that you wish to reply to. 
 

 

Figure 14: View a Message in order to Reply 
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2. Select Reply or Reply All from the Reply menu. The Compose page appears.  

 

Figure 15: Reply drop-down menu 

3. Compose your message and add any file attachments by clicking Add 
attachment button and browsing to the file. 

 

Figure 16: Compose a Secure Reply 

4. Click Send. Your message is sent securely to the recipient. 

Note: The Reply and Reply-all features do not allow you to add additional recipients.  If 
you need to communicate with other people at the State of Washington, compose a new 
message instead. 
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2.5. Compose a New Message 

You can compose a new message to the State of Washington. This is handy when you 
do not have any messages in your Mailbox view.  When composing, the State of 
Washington Secure Email Portal automatically saves a draft of your message every two 
minutes. You can also manually Save a Draft at any time.  

To compose a new message, you must know the email address of the person you wish 
to email.  The available Washington email domains will appear in the drop-down list, 
and you will type the first part of the address (the part before the @ symbol) in the edit 
field. 

1. Click the Compose button in the top-left corner of the screen. 

 

Figure 17: Compose Button 




























